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Top 10 Mobile Risks, Release Candidate v1.0

Insecure Data Storage

Weak Server Side Controls

Insufficient Transport Layer Protection
Client Side Injection

Poor Authorization and Authentication
Improper Session Handling

Security Decisions Via Untrusted Inputs
Side Channel Data Leakage

Broken Cryptography

Sensitive Information Disclosure




Previous work on this topic

B, ,Most apps are less secure
than the security provided by
the operating system."

» http://www.elcomsoft.com/WP/BH-EU-2012-WP.pdf

2012 Elcomsoft analyzed 14
iIOS password managing apps.

B Only one employed an
encrypted database.



http://www.elcomsoft.com/WP/BH-EU-2012-WP.pdf

- Introduction to iOS Security J




What does iOS offer to protect your data?

B A sandbox for each app

B Encrypted Filesystem

» Two Keys:
= DeviceKey (derived from UID-Key)
= PasscodeKey (derived from user pass code)

B Policies and Mobile Device Management Systems

B Code signing and ASLR




File protection on i10S

B ProtectionClasses:
» NSFileProtectionNone

» NSFileProtectionCompleteUnlessOpen

» NSFileProtectionCompleteUntilFirstUserAuthentication

» NSProtectionComplete
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Code Example for storing data in a file

# Xcode File Edit View Navigate Editor Product Window Help N5 Y 8 T A G Mi.7.Nov 16:16 L Q =
e0ee ™ UniversalExample.xcodeproj — |m| RootViewController_Phone.m e

® @ [ UnlversaiExampIe + 108 Device ]

Build Succeeded | 28.09.12 at 18:44 ‘ j -

Project (.3 @2

Run Stop iasiaiinilias Schern i | iy i NI i 8
r ] 1 = @ A = B E ] | EUHNEIS Examp!e b [_—ICIasses ) [__—Ill'hone} . Rnot\rewCommller Phorlem ¥ NoSeIecﬂon I'l 8 D D ' B 1
@ UniversalExample L ¥ Quick Help
1 target, i0S 50K 6.0 o
'[;]Sa;izlls u No Quick Help
> [Shared w| —-(void) storeData: (NSData *) data2Store inFile: (NSString ) T ——
> [ iPa pathToFile{
"——"@?“;’;:meiew_m”er | o NSDictionary *protectionComplete = [NSDictionary
) SubDerailView...roller_iPhone.m dictionaryWithObject:NSFileProtectionComplete forKey:
|E| UniversalExam...legate_Phone.h NSFilePrntectiDnKey] H
@ UniversalExam...gate_Phone.m 51
|E| RootViewController_Phone.h - . . .
A s © [[[NSFileManager] defaultManager] setAttribute:

protectionComplete ofItemPath:filePath error:nill;

h| DetailViewController_Phone.h

@ DetailViewController_Phone.m 82
» [ | Other Sources 54 }
b [ |Resources 55

b [ | Resources-iPad
b [ | Frameworks
» [ ] Products

H m o % & |NoSelection

Local + (Q )| Al Qutput 5 { Clear ) (

[a]
g
=

D ()% m
[ [iii ovjects s [22 S

Label - A variably sized amount of
static text.

Label

| S— Round Rect Button - Intercepts touch
| events and sends an action message toa
—— target object when it's tapped.

——2 Segmented Control - Displays
| 1 | multiple segments, each of which
i ey functions as a discrete button.

/~— Text Field - Displays editable text and

l+lomE®® ) (o
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KeyChainltems — ProtectionClasses

B KsecAttrAccessibleWhenUnlocked

B kSecAttrAccessibleAfterFirstUnlock

B kSecAttrAccessibleAlways

KSecAttrAccessi
KSecAttrAccessi

KSecAttrAccessi

D
D

D

eWhenUnlockThisDeviceOnly
eAfterFirstUnlockThisDeviceOnly
eThisDeviceOnly
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Example Code for storing in KeyChain

Xcode File Edit View Navigate Editor Product Window Help #E5 Y 2 T« @ M.7Nov 1627 4 Q =

™ UniversalExample.xcodeproj — |m| RootViewController_Phone.m -

[ 4
Build Succeeded | 28.09.12 at 18:44 ‘ @ _
) [ = E

mle »| ﬁk}nivers Exa.. y 10 . RootViewController_Phone.m » [ @implementation RootViewController_Phone | < @ B ] i 5_1
. ﬁ UniversalExample n ¥ Quick Help

1 target, i0S 5DK 6.0

¥ [ | Classes i
» [ Models = No Quick Help
» [ | Shared 7
» []iPad #
¥ |_]iPhone

) SubDetailview roller_iphonen |~ —(v0id) storeItem:(NSObject %) object toKeyChain{
g o NSMutableDictionary *xquery = [NSMutableDictionary

s

@ SubDetailView...roller_iPhone.m

k] universalExam...legate_Phone.h dictionaryWithObjectsAndKeys:
b ki b Prmnm | (id)kSecClassGenericPassword, (id)
[ Kot ) e | kSecClass,
h| DetailViewController_Phone.h i @“Myltem“l {id}kSecAttrGeneriC,
| DeilviewController_Phone.m | 43 username, (id) kSecAttrAccount,
i Othendouices password, (id) kSecValueData,
:Eﬁ:g::ﬁ:m [ [NSBundle mainBundle]
b B ks bundleIdentifier]l, (id)
» [ Products kSecAttrService,
'ﬁ @““, (id) kSecAttrLabel, @““, (id)
kSecAttrDescription,
i (id) kSecAttrAccessibleWhenUnlocked
, (id) kSecAttrAccessible, nil]
b D {9 =

46 : Im Object Library ] [EE ifq
7| 0SStatus result = SecItemAdd((CFDictionaryRef) query, NULL); '

[:] Push Button - Intercepts mouse-down

4 events and sends an action message to a|
target object when it’s clicked or...

w }

50 Gradient Button - Intercepts mouse-

@ | down events and sends an action

message to a target object when it's..
__ Rounded Rect Button - Intercepts
! mouse-down events and sends an
” action message to a target object...

55 Rounded Textured Button -

j+lo@BES® 00000000 ) (®
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BruteForce against PassCodes on iPhone4

Length of Passcode
4

o 0 O

wo9o°jodsho|q-ewauIn-a|-Nas @

Complexity Time

Numeric 18 Minutes
Alphanumeric 19 Days
Alphanumeric 196 Years
Alphanumeric 755.000 Years

Alphanumeric (Complex) 27 Mil. Years

© i0S-Hacker Handbook, 2012, Charly Miller et al.




How to get the file/data off the device

—_—

. iTu n eS Ba C ku p @ iPhone Backup Extractor [Aidan Fitzpatrick]

File  Extract Help

Select backup

’13-"08;"201 1: fidan Fitzpatrick's iPhone -

i | 9 backups were found in your default folder. If your
P backups are not stored in this folder choose “Select

. i Ph One Ba Cku p EXtra CtO r. Py ancther backup folder...” from the drop-down above.

Backup details

Device: iPhone 4 Time: 18:50:57

Serial: 34031XMN2A4T IMEL: 012430008415254
Fimware: 5.0 Status: Complete and unencrypted

Folder: =8c20434452459 93085 6=880875cale2177008

B Jailbroken iPhone e e e

Contacts: Extract 439... Voicemail: None
} U t th d = = I b k Caienda’: Ex‘traﬂtl.@... l'lulf Extract 17...
ntethered Jallbrea e Bl et S

o
» Tethered jailbreak T —

application is subject to our terms, see Help
iphonebackupextractor com.

© iphonebackupextractor.com

B Attacks against the app
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F SQLCipher — Database Security J




What are we actually talking about?

% hexdump -C unencrypted-sglite.db
peppo@ad 53 51 4c 6% 74 B5 20 66 BT T2 6d B1 T4 2B 33 0@ S0Lite format 3.

geggeale 04 88 A1 81 88 48 28 28 60 0B 00 B2 00 B8 88 B3 |..... B cessenns
gegeeibd 00 22 B0 2@ 22 28 ee 22 20 00 0B 22 BB 41 B1 BB .. i i a e aa A
gegggice 17V 1b 1b @1 5b 74 &1 82 6&C 65 73 65 63 72 65 T4 «.u. [tablesecre

geggg3ide V3 73 65 63 T2 B3 T4 T3 83 43 52 45 41 54 45 Z@ ssecrets.CREATE
gegggied 54 41 42 4c 45 28 T3 65 63 T2 65 T4 T3 2B 69 64 TABLE secrets(id
geggeife  2c 28 VB 61 V3 73 7T ef T2 64 2c 28 &b &5 V9 23 , password, key)
gegggbdd OO B0 B0 2@ 82 88 88 82 20 00 00 88 B8 21 81 B84 |... ... ann l..
gegggbed 25 1d 1f 4c &1 75 Ge &3 B8 28 43 6f 64 65 73 7@ %..Launch Codesp
gegggbre 61 24 24 77 6T 72 64 T@ T2 6T B6a 65 74 69 BC 65 aj$wordprojetile

|
|

encrypted-sglc
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SQLCipher - Architecture

B Each DB has a 16 byte T -
salt
® Works on ,pages" of 1024 i
bytes SQL-Cipher
B Each page has its own IV
B Each page has an i
HMAC_SHA1 signature -
B Pages are AES-256
encrypted Is
B Transparent for the {F"e
application layer
\/
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SQLCipher — Code Example

»_! Xcode File Edit View Navigate Editor Product Window Help___

8o UniversalExample.xcodeproj — [m| RootViewController_Phone.m. o
@ @ [ T ——— J E] Build Succeeded | 28.09.12 at 18:44 ‘ ﬂ _
. Run_ Stop sl éSthEq;e . Egg_a@mms - ij!“ “‘3 02 ik Edlwr Rl view Orgamzer |
i 1 = e A E > B :::: | 1 P | ﬁ UnnrersalExamp!e b [_:]Classes * Dll’hme b . Rom\l'ewContmller Phone m» . —storeStrlr:g |nData.base | 4 8 P EI H 1
@ UniversalExample o5 ¥ Quick Help
1 target, i0S SDK 6.0 e
w [ | Classes i
» [ Models No Quick Help
» [:IShared |
» [ ]iPad 9
¥ |_|iPhone 70
%iﬂﬁﬁiilfﬁﬁ::Z::Z?l::ﬁ::fn n —(void) storeString: (NSString *) stringToStore inDatabase:
@ UniversalExam...Iegat;_Phone.h {NSSt ring *) pachdb{
|:| UniversalExam...gate_Phone.m n NSSt ring xdatabasePath =
h] RootViewController Phone.h [[NSSearchPathForDirectoriesInDomains(NSDocumentDirectory
’ Detalw'mfc;n;“'jllg‘;r";';h-' » NSUserDomainMask, YES) objectAtIndex:@]
[#) DetailViewController_Phane.m stringByAppendingPathComponent: @"sqlcipher.db"];
» [ | Other Sources £
» [ |Resources 7| 5q1it23 *:db;
> [:l Resources-iPad 75
ki z if (sqlite3_open([databasePath UTF8String]l, &db) == SQLITE_OK
) {
m const charx key = [@'BIGSecret" UTF8Stringl;
7% sqlite3_key(db, key, strlen(key));
” if (sqlite3_exec(db, (const charx) "SELECT count(x) FROM
sqlite_master;", NULL, NULL, NULL) == SQLITE_OK) { D {} | & =
% // password is correct, or, database has been (Tl Obiect Library :) (sa1=)
initialized e | .
S utton - Intercepts mouse-down
i } 315E { :] events and sends an acE:m message to a|
a2 // in correct passwo rd ! target object when it's clicked or...
& } Gradient Button - Intercepts mouse-
. sqlite3_close(db); = e
as }
86 } __ Rounded Rect Button - Intercepts
|| mouse-down events and sends an
a7 action message to a target object...
* Rounded Textured Button -
2 X
|+ O EE (@ . (=
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Setting the scene — ready to attack

©




Attacking an encrypted database file

B File generator based on sqlite -init init.txt

B Decrypting the file

» Directly and checking for magic number
* hard to do :)

» Using sqlCipher-cli

= works — hurray!

© feelpositive.wordpress.com




© jaybot7.com

OWASP e 18




-
Brute forcing an encrypted DB

4 Characters

Numeric (0-9) 6.8 minutes
Alphabetic (a-zA-2) 128 hours
Alphanumeric (a-zA-Z0-9+*$%&/()[]-_.:,;) 27 days
8 Characters

/3 days

Numeric (0-9)
Alphabetic (a-zA-2)
Alphanumeric (a-zA-Z0-9+*$%&/()[]-_.:,;) 2,754,150 years

107,462 years

B Hardware
» MacBook: 2 Ghz Intel, 2GB RAM




Brute forcing an encrypted database
(seconds)

1.00E+16
1.00E+14
1.00E+12

1.00E+10

W 4 Chars

1.00E+08 M6 Chars

8 Chars
1.00E+06
1.00E+04
1.00E+02
1.00E+00

numeric alphabetic alphanumeric




Summary

B Mobile OS-Security often harder

B Don't rely solely on OS-Security
features

W Use strong cryptography %
whenever possible v

o %
gwti i%
e
%,Z- ,n*m& »%'!g&??ﬁ"?ﬂ% 4 M

© http://jholverstott.files.wordpress.com/
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